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 Foreword 

We live in an age in which the limits between the real and the virtual world are increasingly blurred. It 

used to be fairly easy to know whom one was dealing with and what they represented, a handshake, a 

signature, a photograph in a passport, an identity card all played a role in physical identification. In a 

digital world, we need electronic equivalents to know whom we are dealing with and what authority they 

possess. But there doesn’t exist any global institution that can fulfill this need for the users, only local 

solutions in which companies are responsible for the information. 

In a corporate setting, it is essential to identify and control the way the organization deals with 

customers, suppliers, employees and other users who may interact with the information systems of the 

company. Who has accountability and responsibility? 

We know and understand that there are many ideas, companies, solutions and initiatives emerging 

around the globe about the identity management issue, some of them coming from industry giants 

being Blockchain-based solutions and own cloud systems, but most of these initiatives lack the support 

of other companies or institutions due to many reasons, but mainly due to the governance of data and 

responsibility and due to the lack of flexibility and/or not being technology agnostic. 

YourID wants to fill this gap for end users and companies, creating a neutral organization with a 

transparent governance model in which any actor can participate, allowing the trust needed for the 

operation of a global identity management platform, because technology-wise all needed parts and 

standards to solve this problem are already available. Among others secure authentication by federated 

access, biometric identification, identity validation, mass scalability and encryption are already 

fundamental parts of today’s digital life style.  

Our idea is to create a technology-agnostic and flexible platform by putting together all well-tested 

technologies and make that available to the common user in an easy way and with a great User 

Experience. A platform that provides multiple features and functionalities that are based on local market 

technology champions that the user can get at their convenience. These features can vary from biometric 

types of identification, to trusted third-party verifications. On the other hand, YourID will provide 

companies with an easy to integrate and secure interface to validate user identities, user verified 

information, making the user validation process more secure and efficient, thereby also avoiding long 

waits for the user. Furthermore, YourID places the user at the center and makes them aware of and 

accountable for their information. 
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 YourID Characteristics 

Platform 

The main distinguishing characteristics of YourID’s platform are as follows: 

• Many different uses in just one single solution, for all kinds of online and physical access. 

• Fast enrolment. With just the user’s name, last name, email address and phone number, the user can 

start an account. In addition, YourID allows the user to enroll by logging in with the user’s existing 

account of Google, Facebook, Amazon or LinkedIn. 

• Control over data. With an easy and intuitive interface, YourID’s users know who has what kind of 

information from them and they can revoke access to their information any time. 

• Import user’s data from other platforms. The user can easily manage all their data because all 

information that is generated in social networks and other platforms can be imported in one central 

place. 

• Identity Verification Service, provided by external parties. With YourID, users can have their verified 

identity documents - like the user’s ID card, passport, driver license, Social Security documents and 

much more - in one central place. 

• Importing existing KYC. YourID will be integrated with trusted banks and institutions, from which 

the user can import their existing verifications and history to use with other companies. 

• Fast response, by using the biometric authentication feature in the user’s device. This differentiates 

YourID from other systems that are based on one to many matching and need to search the entire 

database. 

• Ultimate security, fulfilling or even superseding all international security standards and the highest 

level of certifications. This applies to YourID’s software, infrastructure and organization. See section 

7 for further information. 

• Highly secure storage of personal data, due to the meticulous design of the system, and the rigorous 

safety tests and protocols, based on ISO/IEC 27001:2013. 

• Wide audience, it can be used by Consumers, Companies and Governments. 

• No external databases, avoiding the need to register personal data elsewhere. The user will keep all 

their information secured on YourID’s platform. 

• Easy integration (OpenID & SAML), encouraging collaboration with many parties that can easily 

integrate their existing system, website or identity server with YourID’s app. 

• Highly scalable. YourID’s service can scale to hundreds of millions of users and is capable to become 

the global standard for secure identity and access control. 
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Architecture 

Designed to be highly scalable, the architecture of YourID’s platform will look like this: 

 

The high level online authentication and authorization process will look like this: 

 

App 

Additional to the unique characteristics that the app enjoys by being part of the platform, YourID’s app 

offers the user several specific advantages when compared to other apps that offer online and physical 

access control. These are as follows. 
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• Password-less Authentication, which is very convenient since it eliminates the need for 

usernames, passwords, tokens, SMS codes, etc., that all apps still depend upon. 

• Frictionless Authorization, allowing the user to access any online or physical premise without 

tedious process. 

• It is far more versatile since it can be used for many different scenarios. 

• It offers a higher security level, as shown by its (pending) certification according to the U.S. 

Government Approved Protection Profile for mobile apps, and EAL1+. 

YourID offers an API to be integrated into existing apps, allowing to use YourID’s platform right away. 

Furthermore, the app offers the following identification functionalities: 

• The device’s biometric sensors will be used to unlock the user certificates to identify for the 

YourID platform. Within the different types of sensor are fingerprint (Touch ID or Android) face 

recognition system (Face ID), retina sensor and voice recognition among others. It is required 

that the device has a secure encryption environment to store keys.  

• Biometric multifactor ID, enrolling different types of biometrics (Fingerprints, Face, Voice, and 

Signature) by using the device’s cameras and sensors. This way, YourID allows for a reliable and 

highly secure way to identify the user, and provides maximum privacy, as this biometric 

information will be stored securely in the device. 

• The app can show the details of a transaction performed by the user. The user provides 

authorization by accepting and signing it. 

• By using the app together with the PC, the mobile phone can act as an identification and 

authorization device. 

• The app can connect with any website using QR codes and the phone’s camera. 

• The enrollment procedure can include an identity scan and verification, performed by an 

external Identity Verification Service provider (for example Mitek, Netverify or Trulioo). The 

identity can be verified against databases of information. 

• The app can identify the user through a selfie, that needs to correspond with the ID that has 

been provided. 

• The app allows the user to digitally sign transactions, by using advanced signatures through 

digital certificates. 

• The app can detect and connect with a nearby certified hardware device (small receiver for 

physical access), and can transmit the user’s identification to provide access. If the mobile phone 

supports NFC, it is also possible to connect with NFC. 
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User Enrollment Journey 

YourID’s mobile app UX will be created as simple as possible to remove any barrier for the user. The self-

onboarding journey will look like this: 

 

If the user prefers to access through their social media login, the journey will be as follows: 

 

It is also possible for the user to enroll through an invitation: 
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User Login Journey 

Accessing a website or place will be the most popular functionality in YourID, and for this reason it must 

allow the user to access websites or places in a friendly way. This will be the process that users will go 

through: 

 

 

User Dashboard 

When users access their private dashboard, they will be able to manage and visualize all their information 

and consents. The picture below shows the schema of all user information. 
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Within the dashboard, users will be able to: 

• Manage their basic profile and all kinds of profiles that the user can create, compiling 

information from multiple sources (ID Documents, KYC, Social Media, etc.). 

• Create a profile per company category, to simplify enrollment processes that are usually the 

same (hospitality enrollment, gaming, etc.). 

• Manage information consents, synchronization and revocation. 

• Review consented company information and contact. 

• Manage linked accounts and devices. 

• Review sessions in multiple locations and Single Sign On configuration. 

• Manage security verification by setting multi-biometric flows. 

• Enroll and verify multiple ID’s and documents. 

• Review external linked certifications and validations (employer certificate cards). 

• Interchanged ID’s with other users. 
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 Security Features 

General Security Features 
 

Random Key Generation  

Keys are used to encrypt and decrypt information. YourID secures the communications between YourID’s 

platform and the app with Random Ephemeral Key Generation. This makes it much more difficult for an 

attacker to unravel the information.  

 

Digital Signatures  

YourID also secures the communications between the app and YourID’s platform with mutual digital 

authentication. All transmitted messages are digitally signed, which means that only the user’s device 

with YourID’s app can communicate with YourID’s server. In case of offline use, digital signatures are 

applied to the communications between the app and the hardware receiver (which would facilitate 

physical access in locations such as a property, car, stadium, members’ club, etc.). 

 

Time Stamping and Hashing  

Finally, YourID secures the communications between the app and YourID’s platform with time stamping 

mechanisms combined with hashing. Each message is time stamped using YourID’s platform’s certified 

time reference and is then hashed with a 256-bit digest algorithm. 

This means that if there is a time delay in transmitting the message, or the hash code is changed, or 

there is a “replay back attack”, the platform or the app will refuse the message and a new message will 

be requested from the sender. Thus, a hacker (“man in the middle”) cannot intercept data during 

communications without being detected.  
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Mobile App Security Features 
 

The app is developed under strict protocols defined by the ISO/IEC 15408 EAL1+ and the US Protection 

Profile of software applications. In this way, the app can offer the following protections: 

 

Data protection 

All stored data is encrypted and certificates are stored in the safe area of the mobile phone. 

 

Apple Face ID & Touch ID and Android fingerprint identification 

YourID relies on the security provided by the mobile phone’s manufacturer to identify the user when 

using the integrated fingerprint sensor (iPhone and Android) or face recognition system (iPhone). 

 

Code signature  

The application is digitally signed and the signatures are verified every time a connection is established 

with YourID’s servers. Therefore, any modification to YourID’s application can be immediately detected 

and put under quarantine. 

 

Platform Security Features 

 

Data Protection 

Firewall. YourID’s firewall evaluates every connection to the system. It detects whether an intruder 

has gained access to the system, and if so, whether an attempted attack has taken place. 

Secure API. Every system that can access YourID’s platform needs a special key to do so. These 

keys are renewed from time to time to avoid any security compromise. 

Back-end. This verifies every transaction and keeps out any inconsistencies. If someone is trying 

to access the system in a way that is not allowed, the system detects it and blocks the connection. 

Database. YourID’s database is secured with encryption. Furthermore, blocked access is 

embedded in the infrastructure, so only YourID’s back-end can communicate with it.  
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Additionally, all data is protected for editing, so if any external source gains access and changes 

something, YourID will detect the change and put the register under quarantine. 

Private networks. All above-mentioned layers are split across different levels of private networks, 

so there is no direct access from one layer to another. Only YourID’s own applications can cross 

these barriers. 

Code signature. All applications are digitally signed, and every time that a server (re)starts or a 

new server joins the system, those signatures are verified, so any modification in YourID’s 

applications can be immediately detected and put under quarantine. 

 

 

System/Database Integrity Checks 

YourID carries out regular system/database integrity checks. An automatic system verifies internal 

signatures in the software and database to ensure that nothing has been modified in the core system. 

This allows a system administrator to check whether an unauthorized person accessed the system and/or 

made changes. 

 

Controlled and Secured Access  

YourID has implemented controlled and secured access to system administration. Every operation 

carried out by the system administrators is monitored and saved for future audit. Revocable access exists 

at all times. This is a secure method of server access instead of logging in with a username and password. 
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 Development Plan 

Due to the complexity and global scope of the platform, YourID will be developed and deployed in 

multiple phases. The first phase will establish the basis for the platform and the scalability capability. 

During this stage, together with users YourID will evaluate the best usability for the enrollment, 

authentication and consent/revocation management: 

 

 

 



 

 

 

 

                     © YourID. All rights reserved.   

                         This document is confidential and privileged.  14 

 

 Compatibility 

One of the reasons for YourID’s huge market potential is that it is compatible with most browsers and 

operating systems. In combination with YourID’s platform and mobile app, it works on laptops, desktop 

computers and mobile devices. 

The mobile app is compatible with the following browsers: 

Windows 

Microsoft Edge. 

Mozilla Firefox (from V.54). 

Google Chrome (from V.65). 

Mac OS X 

Safari (from V.10). 

Mozilla Firefox (from V.54). 

Google Chrome (from V.65). 

 

Furthermore, the system is compatible with the following operating systems: 

Windows 8 and 10 (32-bit and 64-bit). 

Mac OS X 10, 11 and 12 (Yosemite, El Capitan, Sierra). 

Linux Ubuntu and Debian. 

 

In addition, the mobile app works on the following phones (due to restrictions in older versions): 

• IPhone 6s or higher and iOS 11 or higher. 

• Android Nougat 7.0 or higher. 
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 Certifications and Supported Protocols 

YourID is firmly committed to ensure the quality and security of its information systems and processes, 

as well as the confidentiality of the information of its clients and users. To that end, YourID strives to 

implement the latest and most rigorous quality and safety measures for end users, corporate clients and 

governments alike. 

Proof of this commitment is YourID’s Integrated System of Quality Management and Information 

Security (SGCSI), the protocols supported by YourID and the (optional) certifications that YourID offers: 

Integrated System of Quality Management and Information Security 

• ISO 9001:2015 – Quality Management System (QMS). 

• ISO/IEC 27001:2014 – Information Security Management System (ISMS) 

Supported Protocols 

• Open ID Connect and UMA 

• SAML 2 

• PSD2 

 

NOTE: YourID also complies with the latest General Data Protection Regulation (GDPR) to protect the 

personal data and privacy of users. 

 

Future Certifications 

Besides the above-mentioned certifications, YourID will offer in the future the following certifications:  

Digital Signature 

• Regulation (EU) No 910/2014 of the European Parliament and of the Council – eIDAS Regulation. 

• ISO 14533-1: Advanced Digital Signature CMS (CAdES). 

• ISO 14533-2: Advanced Digital Signature XML (XAdES). 

• ISO 14533-3: Advanced Digital Signature PDF (PAdES). 

Software (Back-End Servers) 

• ISO/IEC 15408 - Common Criteria for Information Technology, EAL4+ Level.  

• ISO/IEC 27034-1:2011 - Security Techniques - Application Security OWASP. 

• FIPS 140-2 Level 1 - Security Requirements for Software Applications. 

• Application Security Controls Project – OWASP. 

Software (Mobile App – iOS/Android) 

• ISO/IEC 15408 - Common Criteria for Information Technology, EAL1+ Level.  

• U.S. Government Approved Protection Profile.  
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Software Quality, Processes and Testing 

• ISTQB (International Software Testing Qualifications Board) Methodology.  

• ISO/IEC/IEEE 29119 - Software Testing: 

o ISO/IEC 29119-1: Concepts & Definitions (published September 2013). 

o ISO/IEC 29119-2: Test Processes (published September 2013).  

▪ ISO/IEC 33063:2015 - Process Assessment Model.  

▪ ISO/IEC 33020:2015 - Process measurement framework for assessment of 

process capability. 

o ISO/IEC 29119-3: Test Documentation (published September 2013). 

o ISO/IEC 29119-4: Test Techniques.  

o ISO/IEC 29119-5: Keyword Driven Testing.  

NOTE:  The ISO/IEC/IEEE 29119 standards replace the following existing software testing standards: IEEE 

829 Test Documentation, IEEE 1008 Unit Testing, BS 7925-1 Vocabulary of Terms in Software Testing 

and BS 7925-2 Software Component Testing Standard. 

 

Certifications on Request 

• ANSI X9.31-1998 - Digital Signatures Using Reversible Public Key Cryptography for the Financial 

Services Industry (rDSA). 

• ANSI X9.80 - Prime Number Generation, Primality Testing and Primality Certificates. 

• ISO/IEC 29115:2013 - Entity authentication assurance framework. 

• ISO/IEC 29110 - Small organizations, life cycle Profiles & Guidelines. 

• ISO/IEC 29100 - Security techniques. 

• ISO/IEC 15504:2003 (uses the process model for ISO/IEC 12207:2002) - Software Process 

Improvement Capability Determination (“SPICE”). 

• ISO 20000-1: 2011 and 20000-2: 2007 - Information Technology Service Management and 

Information Security Management. 

• ISO 28000/28001: Supply Chain Security Management Systems Package. 

• ISO /IEC JTC 1/SC 37: 2007 - Harmonized Biometric Vocabulary. 

• ISO/IEC 24759:2014 - Information technology – Security Techniques – Test Requirements for 

Cryptographic modules.  

• ANSI X9.62-2005 - Public Key Cryptography for the Financial Services Industry. 

• IEEE Std. 1363-2000 - Standard Specifications for Public Key Cryptography. 

• Commercial Standards: PKCS #13 - Elliptic Curve Cryptography Standard. 

• PCI DSS Compliant (Payment Card Industry Data Security Standard). 

• PIV-071006 and FIPS 201 standards. Specify parameters that devices must meet to guarantee a 

correct acquisition of the fingerprint image for “Personal Identity Verification” (PIV). The 

requirements in those standards are: 

o Linearity. 

o Geometric Accuracy. 

o Spatial Frequency Response.  

o Signal-to-Noise Ratio.  

o Fingerprint Image Quality. 

• NIST – FIPS PUB 186-4 - Digital Signature Standard (DSS). 

• ISO/IEC 25000:2014 - Systems and software Quality Requirements and Evaluation. 

• ISO 7816. 

• PA DSS. 

• Open Banking Standard. 
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